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Conflict Update # 252 

November 4th, 2022 

Back issues at www.accgroupco.com 

Conflict Assessment 

Russian losses – 74,840 (840) soldiers killed, 2,750 (+16) enemy tanks, 5,580 (+28) armored  combat vehicles, 1,772 

(+17) artillery systems, 391 (+1) MLRS systems, 201 (+3) air defense systems, 277 (+0) warplanes, 258 (+0) helicopters, 

1,450 (+8) UAVs of the operational-tactical level, 397 (+0) cruise missiles, 15 (+0) warships/cutters, 4,174 (+12) trucks 

and tankers, 4 Iskander Missile Launchers (+0), 76 fuel bowsers (+0) and 155 (+0) units of specialized equipment. 

Key Takeaways 

By the numbers – Another huge day of losses for Russian forces. It is clear that these battles are direct military 

confrontations between the two sides in the Donbas where Ukrainian forces are pushing Russian defenses back.  

It also shows that Russia is running low on drones with reducing attacks as shown by the low numbers being destroyed. 

Ukraine shoots down around 75% of these intruders so 8 equals around 11 launches. Russian launches of late against 

Ukrainian infrastructure are predominantly cruise missiles launched from their Black Sea fleet and from bombers 

staying within the confines of Russian air space for safety.  

Advance, consolidate, reinforce, and then advance again – Ukraine has shown time and again that it advances, 

captures and re-occupies territory, then consolidates its position, builds defense mechanisms and brings in support 

systems. 

It then advances its heavy artillery to new front line positions, re-supplies munitions and rotates its troops. Oftentimes 

it also waits for increased numbers of artillery, improved and more advanced equipment and gunnery from the US and 

NATO countries. 

Once it has satisfied senior command it has secured its gains, re-supplied equipment and rotated troops, then they 

advance to the next objective. 

The Russians, however, have performed in a completely different fashion. They advance, and then advance, and then 

advance some more. They neither consolidate nor build defense structures to hold what they have captured, instead 

just throwing more manpower at the objective. 

The results are plain to see. 

Russian forces are continuing to withdraw some elements from northwestern Kherson Oblast, but it is 

still unclear if it will fight for Kherson City where the occupation deputy Kirill Stremousov yesterday stated that Russian 

forces “will most likely leave for the left (eastern) bank” of the Dnipro River urging civilians to evacuate from Kherson 

City “as quickly as possible.”  

ISW has observed that Russian forces are continuing to prepare fallback positions on the left (eastern) bank of the 

Dnipro River while continuing to set up defensive positions northwest of Kherson City and transporting additional 

mobilized forces there, despite Stremousov’s statement. Some Russian elite units — such as airborne forces and naval 

infantry — are reportedly continuing to operate on the right (western) bank of the river and full withdrawal from 



 

2 
 

northern Kherson Oblast would be a clearer indicator that Russian forces will not fight for Kherson City or settlements 

on the right bank.  

Stremousov also hypothesized about the probability of fighting in Kherson City and northern Kherson Oblast in the next 

two weeks, which may suggest that he anticipates battles for Kherson City despite comments about withdrawal. He is 

also an unreliable source consistently issuing contradictory statements and emotional responses to events, and his 

public statements may be clouded by personal fears of losing his position within the occupation government. 

Ukrainian and Russian sources also extensively discussed the reported closure of some Russian checkpoints in the 

vicinity of Kherson City, the theft of city’s monuments, and the removal of a Russian flag from the Kherson Oblast 

Administration building as indicators of an ongoing Russian withdrawal from the city.  

A Russian outlet claimed Russian officials removed the flag because the occupation administration moved to Henichesk 

by the Crimean border. While the relocation of the Kherson Oblast occupation government may suggest Russian forces 

are preparing to abandon Kherson City, it may equally indicate that they are setting conditions for urban combat within 

the city. Similar reports may arise in coming days given the ongoing forced evacuation of civilians from both right and 

left banks of the Dnipro River but may not indicate an immediate withdrawal of Russian forces from Kherson City. The 

disposition of Russian airborne forces remains the best indicator of Russian intentions. (Comment – There are 

legitimate concerns that the Kremlin may also be setting a trap for Ukrainian forces by simulating a withdrawal). 

Russian forces prematurely impaled an insufficient concentration of mobilized personnel on offensive 

pushes near Bakhmut and Vuhledar, Donetsk Oblast, wasting the fresh supply of mobilized personnel on marginal gains 

towards operationally insignificant settlements. Ukrainian General Staff Deputy Chief Hromov stated yesterday one or 

two Russian motorized rifle companies with artillery and tank support conducted ground attacks within the past week 

to seize Pavlivka in an effort to reach Vuhledar but had suffered losses due to Ukrainian defenses.  

Russian sources also acknowledged yesterday that the rate of Russian advances near Vuhledar is slow due to Ukrainian 

resistance and mud. Hromov added Russian forces continue ground attacks at the expense of mobilized personnel, 

private military company forces, and former prisoners, and that they conducted over 40 ground attacks in the Bakhmut, 

Avdiivka, and western Donetsk Oblast areas in the past 24 hours, sustaining over 300 casualties (100 killed) in just one 

direction.  

ISW has previously reported on the slow Russian rate of advance in Donetsk Oblast and injudicious allocation of 

resources on the front lines. Russian forces would likely have had more success in such offensive operations if they had 

waited until enough mobilized personnel had arrived to amass a force large enough to overcome Ukrainian defenses 

despite poor weather conditions. Russian attacks continuing current patterns are unlikely to generate enough 

momentum to regain the battlefield initiative. ISW offers no hypothesis to explain Russian forces’ impatience or their 

continued allocation of limited military assets to gaining operationally insignificant ground in Donetsk Oblast rather 

than defending against the Ukrainian counteroffensives in Luhansk and Kherson oblasts. 

Russian forces prematurely deployed newly mobilized personnel to offensive operations in western Donetsk 

Oblast in the pursuit of minimal and operationally insignificant territorial gains. 

Russian outlets continued to publish contradictory and confusing reports about the dismissal of Colonel 

General Alexander Lapin from the position of CMD commander or commander of the Russian “central” forces. 

Russian authorities may be setting conditions to imminently transfer the Zaporizhzhia Nuclear Power Plant to 

the Russian power grid. 
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Russian sources claimed that Ukrainian forces continued to conduct counteroffensive operations in the 

direction of Kreminna and Svatove. 

Russian forces continued offensive operations around Bakhmut, Avdiivka, and Donetsk City. (Comment – one 

has to watch for Russian disinformation, as often their announcements proclaim advances when in fact this has not 

been the case. These are intended for internal dissemination to satisfy domestic critics and the public). 

The Russian military continues to face pronounced issues in the supply of critical military equipment. 

The Russian MoD is likely continuing mobilization efforts covertly. 

Russian occupation officials continued forced evacuations in Kherson Oblast. 

Eastern Ukraine: (Eastern Kharkiv Oblast-Western Luhansk Oblast) - Russian sources claimed Ukrainian 

forces continue conducting counteroffensive operations in the direction of Svatove and Kreminna but they are repelling 

these attacks.  

Ukrainian General Staff Deputy Chief 

Hromov yesterday reported that Russian 

forces did strike Ukrainian positions in 

Novoselivske. Russian sources claimed that 

their artillery units repelled Ukrainian 

formations that tried to advance towards 

Kreminna.  

A Russian milblogger claimed that its 

forces preemptively struck Ukrainian 

forces preparing to launch an assault west 

of Kreminna from Yampolivka (17km west 

of Kreminna). The Russian MoD also 

claimed that its forces repelled Ukrainian 

assaults northwest of Kreminna in the 

directions of Makiivka (22km west of 

Kreminna), Ploshchanka (17km west of 

Kreminna), and Chervonopopivka (6km 

northwest of Kreminna). A Russian 

milblogger further claimed Ukrainian 

assaults west of Kreminna intended to cut 

the Kreminna-Svatove highway and gain 

access to Kreminna through the south. ISW 

cannot independently verify the Russian 

claims about Ukrainian counteroffensive 

operations in the direction of Kreminna 

and Svatove. 

Russian forces conducted assaults in eastern Kharkiv Oblast and western Luhansk Oblast to regain limited lost territory 

and constrain actions of Ukrainian forces. Ukrainian Deputy Hromov reported Russian forces conducted three offensive 

operations in separate unspecified directions in the direction of Kharkiv. The Ukrainian General Staff (UGS) reported 
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Ukrainian forces repelled Russian assaults northwest of Kreminna near Makiivka and Nevske (18km northwest of 

Kreminna) and south of Kreminna near Bilohorivka (12km south of Kreminna) in Luhansk Oblast.  

A milblogger claimed that Russian forces conducted assaults northwest of Kreminna to push Ukrainian forces away 

from the R-66 highway that connects Kreminna and Svatove. Hromov also reported that enemy forces conducted 

unsuccessful offensive operations in five unspecified directions in the Kramatorsk operational direction.  

Kherson Oblast - Ukrainian and Russian 

sources continue to offer limited 

information regarding frontlines in 

northwestern and northern Kherson 

Oblast.  

Ukrainian military officials reported Russian 

forces struck liberated settlements of 

Khreschenivka and Bilyavka in the Beryslav 

Raion with S-300 anti-aircraft missiles and 

Uragan MLRS rockets. UGS Deputy Hromov 

noted Russian forces have increased their 

use of attack aviation in Kherson Oblast 

due to complications in logistics on the 

right (western) bank of the Dnipro River, 

likely as a result of the Ukrainian 

interdiction campaign.  

The Russian MoD claimed that its forces 

repelled five Ukrainian attacks on Mylove, 

Sukhanove, Bruskynske, and Ishchenka, all 

located between T2207 and T0403 

highways in northern Kherson Oblast. A 

milblogger noted that Russian forces 

continued to shell along the entire line of 

contact, but specifically focused on the 

areas of Posad-Pokrovske and Luch 

approximately 35km northwest of Kherson 

City. Ukrainian servicemen told IntelliNews 

that Russian forces last conducted a 

reconnaissance-in-force attack in the 

vicinity of Snihurivka (about 60km east of Mykolaiv City) about a month ago. 

Ukrainian forces continued their interdiction campaign in Kherson Oblast by targeting Russian ground lines of 

communication (GLOCs) and logistics. Ukraine’s Southern Operational Command reported that its forces struck a 

Russian alternative river crossing route in the area of the Antonivsky Bridge, with geolocated footage showing a series 

of explosions on barges underneath the Antonivsky Bridge from the right (western) Dnipro River bank. Social media 

footage also showed the aftermath of Ukrainian strikes on a pier near the Antonivsky Bridge, showing destroyed ships 

involved in Russian river-crossing efforts.  

Ukraine’s Southern Operational Command noted Ukrainian forces struck an accumulation of Russian equipment in 

Chornobaivka (northwest of Kherson City) as enemy forces were transferring equipment to another location.  
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Ukrainian forces reportedly eliminated 60 Russian servicemen in Pershotravneve, Mykolaiv Oblast in recent days, and 

destroyed four ammunition depots in Bashtanka and Beryslav Raions as well as six railway cars with fuel and lubricants. 

Russian and local sources also reported Ukrainian strikes on Kherson City shipyard. Russian occupation officials accused 

Ukrainians forces of interfering with Russian evacuation processes by striking an administration building in Hola Prystan 

(about 13km southwest of Kherson City). Ukrainian forces also reportedly launched strikes on Kakhovka Raion. 

Donetsk Oblast - Russian forces continued offensive operations around Bakhmut. UGS reported its forces repelled 

assaults on Bakhmut itself and near Verkhnokamianske (28km northeast of Bakhmut), Spirne (25km northeast of 

Bakhmut), and Mayorsk (20km 

south of Bakhmut). 

UGS Deputy Chief Hromov 

reported enemy forces launched 

airstrikes on Ukrainian positions in 

Soledar and Bakhmut. 

Hromov added Russian forces are 

attempting to block Bakhmut 

from the south and northeast and 

attempting reach Soledar to push 

towards Chasiv Yar. A Russian 

source claimed that fighting is 

ongoing on the eastern and 

southern outskirts of the city to 

push Ukrainian forces to the right 

bank of the Bakhmutka River in 

the city.  

Russian sources claimed that 

Ukrainian forces struck the 

administrative building of the 

Stirol chemical plant in Horlivka 

with HIMARS and posted images 

of the damage, but it is uncertain 

whether Ukrainian forces used 

HIMARS. The Russian MoD 

claimed its forces struck Ukrainian 

positions in Toretsk, Donetsk Oblast. Russian forces continued routine shelling in the Bakhmut area. (Comment – many 

of the Russian casualties mentioned in the header article above have been suffered in this Bakhmut region). 

Russian forces continued offensive operations in the Avdiivka-Donetsk City area. UGS reported its forces repelled 

Russian assaults near Pervomaiske (12km west of Avdiivka).[49] Russian sources claimed that Russian and Donetsk 

People’s Republic (DNR) forces made unspecified advances near Avdiivka, Nevelske, Vodyane, and Marinka.  

A Russian source claimed that Russian forces stormed Vodyane in the Donetsk City area in order to cut off a section of 

the M04 highway and conducted offensive actions in the direction of Pervomaiske to threaten Ukrainian forces in 

Krasnohorivka. Hromov added Russian forces conducted airstrikes against Ukrainian positions near Vesele and 

Netaylove. Russian forces continued routine shelling in the Avdiivka area. 



 

6 
 

Russian forces continued offensive operations in western Donetsk Oblast at a slowed rate of advance. UGS reported 

Ukrainian forces repelled enemy ground assaults near Pavlivka, Vodyane (roughly 6km northeast of Vuhledar), 

Prechystivka and Novomykhailivka. 

Russian sources claimed fighting is ongoing in and on the northern outskirts of Pavlivka, near Prechystivka, and on the 

outskirts of Novomykhailivka. Geolocated footage shows Russian forces have advanced past Yehorivka (5km south of 

Pavlivka) to the southeastern outskirts of Pavlivka. The Russian MoD claimed Ukrainian forces conducted 

counterattacks towards Mykilske (4km southeast of Vuhledar) and Rivnopil (10km southwest of Velyka Novosilka), but 

ISW cannot verify the veracity of the Russian MoD’s claims. UGS stated Russian forces continued shelling along the line 

of contact, including Vuhledar, Pavlivka, Prechystivka, and Vodyane. 

Ukraine suffered comms outage as 1,300 SpaceX satellite units go offline over funding issues - Ukraine’s 

fears that its troops  may lose access to Musk’s crucial Starlink internet service deepened in the past week after 1,300 

of the military’s satellite units went offline, according to two sources familiar with the outage. 

The small, easy-to-use satellite dishes made by Musk’s private rocket company SpaceX have been universally hailed as a 

game-changing source of communication for Ukraine’s military, allowing it to fight and stay online even as cellular 

phone and internet networks have been destroyed in its war with Russia.  

But concerns have risen recently over the dependability of SpaceX after discussions about funding were revealed and 

outages were reported near the frontlines.  

The recent outage started on October 24, described as a “huge problem” for Ukraine’s military. The terminals had been 

disconnected, this person said, due to a lack of funding.   

The outage affected a block of 1,300 terminals that Ukraine purchased from a British company in March and were used 

for combat-related operations.  

SpaceX was charging Ukraine’s military $2,500 a month to keep each of the 1,300 units connected, pushing the total 

cost to almost $20 million by September, the person briefed on the matter said. Eventually, they could no longer afford 

to pay, the person said.   

Before the terminals went completely dark, Ukraine’s Ministry of Defense made a request in early October to their 

British counterparts to pick up the $3.25 million monthly bill. The batch of terminals were also rotated out as concerns 

grew that service could be turned off, in order to minimize the impact, the source said. 

Pro-Russian territorial defence in Kherson armed with WW1-era Mosin-Nagants - The territorial defence 

troops in the Russia-occupied region of Kherson 

have been armed with Mosin’s rifles which 

Russia’s Imperial Army first used in 1891, 

says Alexey Akutin, a representative of the 

so-called “Donetsk People’s Republic.” 

The Mosin’s rifle, colloquially known in the 

West as Mosin-Nagant, was developed in the 

late 19th century and was actively used until 

the 1950s. The Soviet army used those in 

WW2 because the USSR failed to complete 

its planned re-equipment programme and 

provide automatic arms to its combatants. 
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Putin’s retreats are getting harder to explain - As Putin today celebrates Russia’s National Unity Day holiday, he 

faces a looming humiliation: the potential loss of part of Ukraine that he’s declared to be “forever” united with Russia. 

Ukraine’s forces are steadily closing in to reclaim Kherson, the southern city that was the first to fall to Putin’s invasion. 

A Russian occupation official said Moscow’s troops will “most likely” retreat from the city to the other side of the 

Dnipro river after Ukrainian attacks cut off bridges used for supply and reinforcement. 

Loss of Kherson will mark another serious reverse for Putin, one that’s harder to explain away to Russians who’ve 

grown increasingly anxious about a war now in its ninth month. Only five weeks ago, he signed orders formally 

annexing Kherson and three other Ukrainian regions as part of Russia at a glittering Kremlin ceremony. 

It will also boost morale among millions of Ukrainians enduring widespread blackouts and power rationing as Russian 

missiles strike the country’s energy, water and heating networks with winter approaching. 

Outrage at attacks on civilian infrastructure has done nothing to deter Moscow from pursuing the strategy as its 

military falters on the battlefield. 

Alongside Ukrainian appeals to its US and European allies for more air defenses, Russia’s blitz that partly involves 

Iranian-made drones is starting to change Israel’s calculations on providing military aid to Kyiv after months of 

reticence. Increasingly viewing Iran’s support for the invasion as a threat to its own security, Israel has begun to share 

intelligence with Ukraine. 

By restricting gas supplies to Europe, threatening Ukrainian grain exports, and raising the possibility of a nuclear strike, 

Russia has repeatedly sought to international fracture support for Kyiv to undermine supplies of weapons. 

Instead, as his forces lose ground, Putin so far appears only to be strengthening unity among Ukraine’s allies to face 

down his invasion. 

NATO 

Turkey warns Finland, Sweden must 'take steps' before NATO approval - Turkey will not formally approve 

Finland and Sweden's membership in NATO until the two countries take the necessary "steps," Turkish President 

Erdogan told alliance chief Jens Stoltenberg earlier today.  

Ankara has accused the two Nordic nations of providing a safe haven for Kurdish militants it deems "terrorists" and 

held back on ratifying their NATO membership. Erdogan and Stoltenberg held a private meeting in Istanbul that was 

closed to the media. Afterward the Turkish presidency said Erdogan noted that the steps to be taken by Sweden and 

Finland would determine how fast the approval process would go. 

Comment – Another example of Turkey trying to expand its geopolitical importance and leverage. They are pushing 

ahead against the Kurds in northern Syria and threatening Greece in ongoing statements and intent. 

This has arisen as one of the implications of a diminishing Russian sphere and role of influence and also a growing sense 

of self-importance on the global stage by a mid-sized country. 

At some stage this is going to come to a head as Turkey cannot continue punching above its geopolitical weight and 

station.  

Turkey though occupies a strategic geographic flex point in global affairs in general and Mediterranean policies and 

development in particular. Plus they are members of NATO, albeit trying to inject themselves into the Chinese 

commercial orbit. Any Turkish approach is going to be a delicate geopolitical endeavor. 
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Russian Mobilization 

The Russian military continues to face pronounced supply issues of critical military equipment. The UK MoD reported 

yesterday Russian military is struggling in Ukraine partially due to issues in sourcing artillery ammunition and armored 

vehicles. They reported that in mid-October Russian forces in Ukraine were losing more than 40 armored vehicles a 

day, which it assessed was roughly equivalent to a battalion’s worth of equipment.  

It also reported Russia has likely resorted to negotiating the supply of a 100 tanks and armored vehicles from Belarusian 

stocks in recent weeks. UGS reported yesterday Russian forces have started removing unmaintained military 

equipment from storage. Russia will likely continue to face protracted issues in supplying critical military equipment to 

Russian forces in Ukraine. 

The Russian MoD is likely covertly continuing mobilization efforts under the guise of forming volunteer units. UGS 

Deputy Hromov reported this yesterday as well. Sources reported that Russian officials in the Republics of Karelia and  

Kabardino-Balkaria are still issuing mobilization summonses. Hromov reported that Russian military recruitment centers 

received an order to continue recruiting volunteers for contract service.  

UGS reported volunteers are men with expunged criminal records as well as men of any age and any health condition 

despite official disabled status. Russian military officials will likely continue mobilization efforts covertly in the short 

term and pursue crypto-mobilization efforts like the formation of volunteer units in the long term. The continuation of 

mobilization efforts and the pursuit of crypto mobilization will likely reduce the efficacy of the fall 2022 conscription 

cycle in the Russian Federation. 

The Russian military continued to face issues in accommodating newly mobilized personnel as of yesterday and 

information indicates mobilized personnel continue to not receive training, equipment, and supplies. A Russian source 

reported Wednesday that mobilized personnel in Pskov are sick, starving, and sleeping on the streets. (Comment – 

Pskov is in Kaliningrad Oblast and the scene of two Russian helicopters being sabotaged earlier this week). 

The Russian military also continues to face issues with disorderly conduct among mobilized personnel. A Russian source 

reported that Russian MPs appealed to the Ministry of Internal Affairs for help in restoring order after more than 350 

drunk and disorderly mobilized personnel arrived at a train station in Belgorod Oblast.  

The Russian military will likely continue to face issues in accommodating and incorporating newly mobilized personnel, 

especially as it continues to focus on replenishing depleted frontline units with newly mobilized personnel instead of 

adequately training them. 

The Russian Military is unlikely to improve the quality of the training of its personnel despite proposals to do so. 

Crimean State Duma Deputy Sheremet proposed yesterday to increase terms of service in the army to two years, which 

would allow for more time to train personnel, which is unlikely to happen even if it increases the terms of service.  

Hromov reported on November 2 that the Russian MoD sped up courses for current cadets and moved their graduation 

from June 2023 to December 2022. The Russian military is likely going to apply similar time constraints to its training of 

new conscripts regardless of an extension of their terms of service. They currently prioritize getting personnel to 

frontline positions in Ukraine quickly and appear to view the quality of their training as an afterthought. 

Russia continues to face social backlash due to the conduct of partial mobilization and sources reported mobilized 

personnel continued protests in Ulyanovsk over lack of promised payments and are currently on strike. Further social 

backlash is likely as Russian officials will likely fail to meet promises made to the public during partial mobilization. 
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Putin signs law allowing those who've committed serious crimes to join military - Putin has signed a law 

allowing the military mobilization of people who have committed serious crimes as the Kremlin continues to amass 

troops for its war in Ukraine amid several recent setbacks. 

Putin's speech came the same day as his signing of a law opening up mobilization for people with unsealed criminal 

records, including those who committed serious crimes, excluding those convicted of child sex abuse, treason, spying, 

or terrorism. 

Mobilized soldiers rebel - Soldiers based in the city of Ulyanovsk on November 4 confirmed to RFE/RL that almost 

2,000 soldiers mobilized from Russia's Republic of Chuvashia were allowed to visit home after they rebelled, demanding 

overdue payments for the service. 

Local authorities in the Russian regions of Vladimir, Rostov, Samara, Buryatia, and Bashkortostan have forced students 

of local schools and universities to sew military uniforms for Russian soldiers. 

27 mobilized Russians who retreated near Svatove are threatened with prison time for desertion - The 

mobilized men from the Yampolsky regiment of the Kantemirovskaya division have been forced to stay in an 

abandoned house in Svatove, Ukraine’s Luhansk region, for almost a week without water and food. After they retreated 

from the front line, the command did not let them into the military base territory and threatened them with a court 

martial for refusing to return to the front line. 

The group consists of 27 men, most of them are from the Moscow region. They were sent to the front line without any 

proper training, although they were promised during the draft that they would complete at least a two-week training 

course. In reality, the men who were mobilized in late-September found themselves in a tent camp in the forests of 

Russia’s border-straddling Belgorod region on October 1st where they had no training other than digging trenches, and 

were sent to the battle zone in Svatove, Ukraine’s Luhansk region, with nothing but rifles.  

Their company was commanded by two men, also mobilized, who lacked combat experience. One of them was killed by 

shelling, the other was seriously wounded. The men could not get in touch with their relatives for two weeks. They 

contacted their wives on 26 October and asked for their help after General Lugovoy had threatened them with court 

martial for desertion, as they said. 

Containment 

Iran’s weapons are slowly dragging Israel to Ukraine’s defense - After months of reluctance, Israel is softening 

its opposition to providing military aid to Ukraine, as Iran’s deepening support for Russia’s invasion evolves into a threat 

to Israeli security. 

A turning point came late last month, when Israeli Defense Minister Benny Gantz took a long-requested call from his 

Ukrainian counterpart Oleksii Reznikov. Israel committed to help Ukraine develop an early-warning system, similar to 

one that alerts Israelis to incoming fire from the Gaza Strip. 

Gantz also agreed to assess Ukraine’s air-defense alert needs, though Israel is declining to provide Ukraine the means 

to shoot down incoming drones and missiles. 

“These are weapons that we have to be prepared to confront -- we are the only country in the world that knows how to 

do that,” said Yossi Kuperwasser, a former top Israeli military intelligence official. “Ukraine can be a testing ground for 

our counter-measures.” 
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While former Prime Minister Benjamin Netanyahu is poised to return to power after winning elections on Nov. 1, an 

Israeli government led by him won’t have significantly different security priorities from the current administration, 

Kuperwasser said. 

In another new development, Israel has begun to share its intelligence, Ukrainian President Volodymyr Zelenskiy said 

on Oct. 26, welcoming what he called a “positive” trend. “I am pleased with the last few days, we started working,” he 

told reporters, citing information shared by Israel that he said confirmed Ukrainian intelligence. 

Israel has been reluctant to get more involved because of fear that antagonizing Moscow could have direct security 

implications in the Mideast and for Russian Jews. Israel routinely carries out strikes over Syria in areas where Russia has 

control over airspace, to stop Iran from supplying its proxies there. (Comment – Russia has been withdrawing numbers 

of soldiers and aircraft, together with anti-aircraft weaponry from Syria of late to supplement military shortfalls in 

Ukrainian battlefields). 

There are an estimated one million Jews living in Russia whose safety is also a concern, especially with Russia-Israel 

relations at their worst in years. In July, Russian authorities set off alarms in Israel when they asked a Moscow court to 

liquidate the local offices of the Jewish Agency, which helps Jews emigrate, for alleged violations of Russian law. 

Russia has informed Israel that it will retaliate if Israeli-made air-defense missiles or other interceptors get to Ukraine, 

whether directly or via third countries, according to two people with knowledge of Russian policy. Former Russian 

President Dmitry Medvedev, now a senior security official, warned Israel last month against providing arms to Ukraine, 

saying that such a step would be “reckless” and “destroy” ties between Russia and Israel. 

For Israel, even though its so-called Iron Dome System has a good track record of halting short-range rocket attacks by 

Palestinian militant groups and the Iranian-allied Hezbollah, the new mass drone tactics used by Iran represent an 

unprecedented challenge, said Amir Avivi, a former brigadier general in the Israeli army, who now heads the Israel 

Defense and Security Forum, an association of former and reserve members of the security forces. 

“Imagine 100 suicide drones crossing the Israeli border toward the port of Haifa. As good as our air defense is, it would 

take 90 out of 100, still 10 will hit. It’s a big threat,” he said. 

Comment – With Netanyahu’s looming inauguration and his avowed intent to destroy any Iranian nuclear proliferation, 

including finding any excuse to pursue this intent, I believe he will be seeking an excuse and avenue that is 

internationally acceptable to accomplishing these aims. We can expect to see some reason or other where Israel goes 

into Iran or interferes with its capabilities in the foreseeable strategic future and the Ukrainian conflict provides cover 

for this. 

On the other hand, provision of anti-ballistic-missile technology and equipment to Ukraine can be projected and 

construed as testing Israeli prowess in this field, given Iran’s declared intent to use ballistic missiles to attack Israel. 

Russian warnings to Israel can be flipped against them. Their deployment of Iranian technology allows for the Middle 

Eastern country to test its weapons systems – in preparation for use against Israel at some future stage. Iran has been 

very clear in this regard and Israel will more than likely use this as justification for providing Ukraine the necessary 

defense mechanisms to counter these tactics, as testing against this very real threat to its own defense. 

These two Iranian weapons systems – ballistic missiles and drone swarms – are far too important a threat for Israel to 

avoid testing its defenses against them. In the 1970’s and 80’s Israel was engaged with American and South African 

forces in the Angolan War in west Africa to test its defensive systems and preparedness against the then latest Russian 

technology being deployed. 

Watch these spaces. 
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Tanks Headed to Ukraine - Kyiv will get 90 T-72 tanks, donated by the Czech Republic and upgraded with U.S. and 

Dutch funds. 

The US is helping to pay for refurbished tanks for Ukraine and sending more anti-aircraft systems and electrical-power 

gear, Pentagon and White House officials said earlier today. The move comes as Russia continues to target Ukrainian 

infrastructure while pulling back from key areas.  

Deputy Pentagon Press Secretary Singh announced another $400 million in security assistance to Ukraine. The package 

includes 45 T-72B tanks donated by the Czech Republic and refurbished with U.S. funds to have advanced optics, 

communications, and armor. The Netherlands will also pay for the refurbishment of 45 Czech T-72B tanks, bringing the 

total number of tanks headed to Ukraine to 90.  

Ukraine’s foreign minister Kuleba tweeted, “I am grateful to the Czech Republic, the Netherlands, and the U.S. for their 

joint decision to provide 90 T-72 tanks to Ukraine. First 26 repaired and modernized tanks will arrive within the next 

month. Thank you, friends, for your unwavering solidarity with Ukraine.” 

The Russian T-72 was chosen over more modern tanks—such as the M-1 Abrams—as Ukrainians are familiar with the 

Russian system, Singh said. “Introducing a new main battle tank is extremely costly…and it would be a huge 

undertaking for the Ukrainian forces. So we continue to consult with our allies and partners to assess our ability on 

what we can provide in terms of Western armor platforms. But these tanks, we believe, will make a difference on the 

battlefield,” she said. 

Delivery of battle tanks to Ukraine marks an escalation in the types of equipment allies are providing for the next phase 

of the war. Germany, for instance, has been reluctant to send battle tanks to Ukraine despite pressure from allies, but 

did send 30 Flakpanzer Gepard anti-aircraft tanks—which are not as capable as larger battle tanks—in August. 

Additional items from today’s Pentagon announcement of military aid to Ukraine include: 

• Funding to refurbish HAWK air defense missiles. 

• 1,100 Phoenix Ghost tactical drones. 

• 40 Armored Riverine Boats. 

• Funding to fix 250 M1117 Armored Security Vehicles. 

• Tactical secure communications and surveillance systems. 

• Funding for training, maintenance, and sustainment. 

“Our provision of weapons and capabilities to Ukraine has evolved since the very beginning of the war back in February, 

because the needs on the battlefield have evolved,” John Kirby, the National Security Council’s coordinator for strategic 

communications, told reporters Friday. Right now there's a heavy focus appropriately on air defense, and so you will 

see that in that…package that the Pentagon announced there's funding to refurbish some HAWK interceptor missiles.” 

A USAID spokesperson told Defense One on Friday that USAID has already begun delivering equipment to Ukraine.  

“In addition to the 700 generators we have already delivered in September, USAID delivered heating pipes and valves 

worth $1.3 million to Kyivteploenergo, Kyiv’s main heating system operator, to restore heating services to more than 

22,000 people who had lost access to heat and hot water due to the Russian destruction of civilian infrastructure.” 

U.S. national-security adviser on unannounced visit to Kyiv says 'unwavering' support will continue - 

U.S. national-security adviser Jake Sullivan said during a visit to Kyiv today 4 that US support for Ukraine will remain 

"unwavering and unflinching" after US midterm elections next week. 
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Sullivan met with President Zelenskiy and his chief of staff, Andriy Yermak, saying afterward that President Biden is 

committed to bipartisan cooperation "under any scenario" to keep economic, humanitarian, and security aid flowing. 

Some Republicans have called for U.S. aid to Kyiv to be scaled back if they win control of the Congress. 

US senators vow in Kyiv to continue bipartisan support for Ukraine after Elections - US Senators Portman 

(R-OH) and Coons (D-DE) vowed bipartisan support will continue for Ukraine after next week's midterm congressional 

elections, as they travelled to Kyiv. The senators told reporters that they had "very positive" talks with President 

Zelenskyy, and that they had visited an energy facility that Coons said had been hit by a Russian strike using an Iranian-

supplied drone. The visit comes amid speculation that the Republicans, seen as favorites to take control of the House of 

Representatives after the November 8 midterm elections, could dampen US support for Ukraine. 

US, Allies rush anti-drone equipment to Ukraine, conduct on-site weapons tracking - More US and allied 

counter-drone gear is being rushed to Ukraine amid Russian attacks on energy infrastructure with Iranian-made drones, 

a senior defense official said Monday. 

Today’s announcement of additional aid brings the total of air-defense gear to 1,400 Stinger short-range shoulder-fired 

missiles and eight National Advanced Surface-to-Air Missile Systems, or NASAMS, launchers and their missiles, the 

defense official said. 

“Two of those will be in Ukraine in the very near future with six more to be provided later,” the defense official said.  

The United States has also sent Vehicle-Agnostic Modular Palletized ISR Rocket Equipment, or VAMPIREs, to Ukraine.   

Nuclear  

China’s Xi warns Putin not to use nuclear arms in Ukraine - Chinese leader Xi made his most direct criticism yet 

of Putin’s war on Ukraine on Friday, warning the Russian president not to resort to nuclear weapons and calling on 

visiting German Chancellor Scholz to push for peace talks. 

Xi’s warning comes just over a month after Putin threatened Ukraine with a nuclear attack, a sign of how far Ukrainian 

forces had rocked the Kremlin with their advances against invaders in the East. 

The international community, said Xi, should “jointly oppose the use of, or threats to use, nuclear weapons,” according 

to a statement carried by Xinhua, China’s state news agency. The world should also “advocate that nuclear weapons 

cannot be used, a nuclear war cannot be waged, in order to prevent a nuclear crisis” in Europe or Asia, Xi added. 

Xi also called for “improving the humanitarian situation” in the crisis areas especially during the winter. 

Comment – We commented on this in previous Updates. It is to be expected that traditional diplomatic channels are 

humming with warnings to the Kremlin regarding the use or deployment of nuclear weapons and devices. Such 

warnings are common practice in the centuries-old fashions of diplomacy, the “Men from the Ministry” as the British 

are wont to say. 

It is no coincidence that last week Putin emphasized non-use of nuclear weapons. Just as it is no coincidence that the 

Kremlin and its cronies have dialed down any rhetoric in this regard. 

What is uncommon though is the need for Xi to make such a public statement in the first place. 

Russian nuclear threats or use will see immediate isolation - in toto.  
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Putin 

Russia’s dangerous decline – Putin and the Kremlin won’t go down without a fight - At a White House 

ceremony on August 9, days after the U.S. Senate agreed in a near-unanimous vote to ratify the expansion of NATO to 

include Finland and Sweden, U.S. President Joe Biden highlighted how Russia’s invasion of Ukraine had backfired on 

Russian President Vladimir Putin. “He’s getting exactly what he did not want,” Biden announced. “He wanted the 

Finlandization of NATO, but he’s getting the NATOization of Finland, along with Sweden.” Indeed, Russia’s invasion of 

Ukraine has been a massive strategic blunder, leaving Russia militarily, economically, and geopolitically weaker. 

Ukraine’s offensive in Kharkiv in September underscored the magnitude of Putin’s error. As Russian forces grew 

exhausted, losing momentum on the battlefield, Ukraine seized the initiative, dealing the Russian military a decisive 

blow. Ukraine’s battlefield successes revealed the extent of the rot in Putin’s army—the sagging morale, the declining 

manpower, the deteriorating quality of the troops.  

Instead of giving up, however, Putin responded to these problems by ordering a partial military mobilization, 

introducing tougher punishments for soldiers who desert or surrender, and moving forward with the illegal annexation 

of four Ukrainian regions. He reacted to Russia’s falling fortunes in Ukraine just as he did to its shrinking role on the 

world stage - dealt a losing hand, he doubled down on his risky bet. To his evident surprise, the war in Ukraine has 

accelerated long-standing trends pushing his country toward decline.  

Europe is moving to reduce its energy dependence on Russia, diminishing both the country’s leverage over the 

continent and government revenues that depend heavily on energy exports. Unprecedented international sanctions 

and export controls are limiting access to capital and technology, causing Moscow to fall further behind in innovation. 

A year ago, it was argued that reports of Russia’s decline were overstated and that it was poised to remain a persistent 

power—a country facing structural challenges but maintaining the intent and capabilities to threaten the United States 

and its allies. Putin’s disastrous invasion underscored the dangers of dismissing the threat from Russia, but it has also 

hastened the country’s decline. Today, Russia’s long-term outlook is decidedly dimmer. 

Given these factors, there will be a strong temptation to downgrade Russia as a threat. That would be a mistake, and 

not just because the war has yet to be won. In Ukraine and elsewhere, the more vulnerable Moscow perceives itself to 

be, the more it will try to offset those vulnerabilities by relying on unconventional tools—including nuclear weapons.  

In other words, Russian power and influence may be diminished, but that does not mean Russia will become 

dramatically less threatening. Instead, some aspects of the threat are likely to worsen. For the West, recognizing that 

reality means abandoning any near-term hopes of a chastened Russia and maintaining support for Russia’s targets.  

That effort should begin in Ukraine: the United States and its allies must provide sustained support to Kyiv to ensure 

that Russia suffers a defeat. But even if Putin loses, the problem that Russia poses will not be solved. In many ways, it 

will grow in intensity. So, too, should the response to it. 

Payment due 

The war in Ukraine has dealt a blow to Russia’s global economic influence with its GDP set to contract by six percent 

over the course of 2022, according to the IMF. And that could be just the beginning, as the full brunt of Western 

measures are yet to be felt. Western export controls will curtail Moscow’s access to key technologies and components, 

hobbling an economy that depends heavily on foreign inputs and know-how.  

Already there are signs of struggle in car manufacturing and other major commercial sectors in which Russian 

dependence on foreign components or parts is especially pronounced. 
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Moreover, Russia’s status as a major energy power is on shaky ground. To be sure, Europe faces challenges in securing 

alternatives to Russian energy imports in the coming decade. But over the long term, the political leverage the Kremlin 

derives from energy exports will diminish. Western sanctions scheduled to take effect by the end of 2022 will block the 

issuance of commercial insurance for Russian tanker shipments, increasing the risks and costs of Russian oil 

transactions. The G-7, meanwhile, is imposing a price cap on the sale of Russian oil.  

Over time, the noose may tighten, forcing Russia to offer greater discounts for the purchase of its oil. There are growing 

signs of declining Russian exports and, hence, shrinking revenue, leading it to slash its budget by ten percent.  

Europe will steadily decrease its imports of Russian energy, giving Moscow less room to negotiate with other 

consumers, such as China and India. Russia has also hemorrhaged some of its best talent, including programmers, 

engineers, and information technology specialists, which will curtail its future competitiveness. 

Although those factors will take a significant toll, the full extent of the looming economic contraction and its impact on 

Russia is unclear. The effects of sanctions and export controls will largely depend on the West’s success in enforcing 

them and Europe’s success in reducing its dependence on Russian energy.  

The Kremlin will work hard to circumvent the restrictions and find workarounds to blunt their damage. Moscow will 

resort to trading goods illegally through networks that transit friendly countries, such as Eurasian Economic Union 

states, and to working with countries such as China to jointly develop technologies. It will be difficult for it to access the 

large volume of components required to supply key sectors of its economy, such as the automotive industry, but it may 

be able to secure the specific technologies needed to sustain select weapons programs. 

Rather than facing a total collapse, the Russian economy is likely headed toward scarcity, autarky, and a steady 

decoupling from the global economy. As conditions deteriorate, the Kremlin will grow more desperate, resorting to 

shadowy or illicit means to get by and flouting the rules that govern global commerce in which it no longer has a stake. 

The more marginalized and threatened the Kremlin becomes, the less predictable and restrained its behavior will be. 

Pre-war, Russia was already a relatively weak great power, with poor economic foundations for its global influence. Yet 

its ability to contest U.S. interests has often been greater than any raw economic indicators would suggest. It tends to 

punch above its weight and, though lacking in dynamism, is known for resilience. The country has also lost its share of 

wars yet has remained a consequential actor in European security. With that track record, it would be unwise to 

assume that an economically weaker Russia will necessarily be less threatening to U.S. interests in the years to come. 

Battlefield dearth 

The Russian military has been badly mauled in Ukraine which has consumed millions of artillery shells and worn out a 

massive quantity of Russian equipment, from artillery barrels to tank engines. More than100,000 Russian soldiers have 

been killed or wounded in the fighting. Mobilized personnel from Russian-held Ukrainian territories in Donetsk and 

Luhansk and volunteer fighters make up a significant percentage of the more recent losses, but many of Russia’s best 

troops were lost early in the war.  

At the same time as it faces personnel shortages, the Russian military is increasingly having to bring old equipment out 

of storage to outfit new volunteer units. Moscow has addressed these problems piecemeal, allowing its troops to 

muddle through, but that ultimately won’t resolve the fundamental problems as the quality of the force degrades.  

Mobilization may extend Russia’s ability to sustain the war, introducing a degree of uncertainty to the medium and long 

term, but it is unlikely to resolve the structural problems in Russia’s military performance. As Western export controls 

cut Russia off from key components such as computer chips and Western machine tools, armament programs have 

been delayed and Moscow has been forced to pursue expensive workarounds. These measures will reduce the quality 
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and reliability of such parts in weapons systems and, over time, substantially weaken Russia’s defense industry. (See 

yesterday’s Update). 

Still, the West should not assume that the Russian military will be rendered harmless after its disastrous war with 

Ukraine. It is likely to find ways around the Western restrictions, especially given the difficulty of enforcing them.  

Moscow may not be particularly good at producing its own substitutes for imports, but it has a knack for skirting 

Western export controls. After its illegal annexation of Crimea in 2014, despite an array of sanctions, it still managed to 

maintain access to Western-made parts for many of its weapons.  

China may also work to lessen the pressure. Although Beijing has so far been reluctant to increase defense-military 

cooperation with Russia for fear of incurring U.S. penalties for violating sanctions, it is likely to find ways to support 

Moscow as the international spotlight moves away from Ukraine, including by providing computer chips and other 

crucial components. 

What is more, the war has left untouched many of the Russian capabilities that most worry the United States and 

NATO. Russia remains a leader in integrated air defenses, electronic warfare, cyberwarfare, antisatellite weapons, 

submarines, and other advanced systems. 

Last but not least, Russia still has a sizable nuclear arsenal—4,477 warheads, according to some estimates—that 

remains a significant factor shaping U.S. and NATO decision-making. Even as the Russian military invested more heavily 

in conventional weaponry, it maintained a capable tactical nuclear arsenal and poured billions of rubles into 

modernizing its strategic nuclear forces. Despite conventional losses in Ukraine, its nuclear arsenal is a logical offset to 

its conventional vulnerability and poses a credible threat. Western policymakers, therefore, should not assume Russia 

no longer endangers European security, nor should they imagine that Russia can’t recover its lost military capabilities. 

Russia retains considerable latent power, resilience, and mobilization potential even if the present regime is inept at 

capitalizing on those resources. There is a reason Russia features so prominently in the wars of the past several 

hundred years: the country frequently uses, misuses, and eventually restores hard military power. (Foreign Affairs). 

Russia’s elite begins to ponder a Putinless future - Once unthinkable, the president’s removal can at least be 

contemplated.  

“What is next? Is there life after Putin? How does he go and who replaces him?” Such are the questions that heavily 

weigh these days on the minds of the Russian elite, bureaucrats and businessmen, as they observe the Ukrainian army 

advancing, talented people fleeing Russia and the West refusing to back down in the face of Putin’s energy and nuclear 

blackmail. 

“There is a lot of swearing and angry talk in Moscow restaurants and kitchens,” one member of the elite says. 

“Everyone has realised that Putin has blundered and is losing.” 

This does not mean that Putin is about to bow out, be overthrown or fire a nuclear weapon. It does mean that those 

who run the country and own assets are losing confidence in their president. Russia’s political system appears to be 

entering the most turbulent period of its post-Soviet history. Western governments, too, are starting to worry that 

Russia could become ungovernable. 

“Never before has Putin been in such a situation in the 23 years of his rule,” says Kirill Rogov, a Russian political analyst. 

In the past, when confronted by difficult situations such as the loss of the submarine Kursk and its 118 crew members, 

or an appalling school siege in 2004 that ended with the deaths of 333 people, he managed to deflect responsibility and 

retain his image as a strong leader. “Now he is planning and executing operations that are visibly failing.” 
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The invasion of Ukraine on February 24th was a shock to the Russian establishment, which had persuaded itself that 

Putin would not risk full-scale war. But the mixture of his initial, if limited, military advances, the absence of an 

economic collapse in Russia, and early attempts at peace negotiations calmed nerves. Some members of the elite even, 

for a while, persuaded themselves that he could not lose. 

This view was shattered by Putin’s “partial” mobilisation. It showed his “special military operation” was faltering; and, 

by drafting more troops, seen to be dragging the country deeper into the conflict. And as a mass exodus and extensive 

draft-dodging have shown, his attempt to turn his venture into a new “Great Patriotic War” has so far failed.  

Mobilization has broken the basic premise of the public’s acquiescence to the war: that it would not demand its active 

participation. In Moscow, Russia’s richest city, with men being press-ganged in the streets, the mayor, Sergei Sobyanin, 

felt compelled on October 17th to announce conscription was over. Other regions, with less lobbying power, will have to 

make up the shortfall. 

Putin cannot win his war, for from the very start it had no clear goals; and, having lost so much, he cannot end it 

without deep humiliation. Even if fighting were to cease, a return to peaceful pre-war life is all but impossible under his 

belligerent presidency. Meanwhile, the economy is starting to show the effects of sanctions and of the exodus of the 

most skilled and educated members of the workforce; consumer confidence is on the slide. 

A ceremony on September 30th, in which, after a ranting speech against the West, Putin annexed four Ukrainian 

provinces that he does not control, was so absurd that it undermined his aura of strength even within Russia. As 

Tatyana Stanovaya, a political consultant, puts it: “Until September, the Russian elites had made the pragmatic choice 

to support Putin…but matters have progressed so far that they may now have to choose among various losing 

scenarios.” 

A military defeat may well lead to the collapse of the regime, with all the associated risks for those who have supported 

it. Putin’s bellicosity meanwhile “raises the question of whether Russian elites are prepared to stick with him until the 

bitter end, particularly amid growing threats to use nuclear weapons,” Stanovaya notes. Putin has gone from being a 

perceived source of stability to one of instability, and danger. This week Ksenia Sobchak, reputed to be Putin’s god-

daughter, fled ahead of arrest, a sign that the elite is now devouring its own. 

Abbas Galyamov, a political analyst who has spent time in the Kremlin, argues that in the next few weeks and months 

the elite, whose members have trusted Putin’s ability to preserve his regime (and them), will realise it is up to them to 

save it and even their own lives. This, he says, will intensify the search for a possible successor within the system. 

Galyamov’s list of potential candidates includes Dmitry Patrushev, the son of Nikolai Patrushev, head of the Security 

Council and one of the chief ideologues of the regime. Patrushev junior is a former minister. Though part of the family, 

he could be seen as a fresh face because of his youth. More familiar possibilities include Sergei Kiriyenko, deputy chief 

of staff at the Kremlin; Mr Sobyanin, mayor of Moscow; and Mikhail Mishustin, prime minister, who could make an 

alliance with some of the security men and play the role of a moderate negotiator with the West. 

Yet, as Alexei Navalny, Russia’s jailed opposition leader, argued recently in the Washington Post, the hope that “Mr 

Putin’s replacement by another member of his elite will fundamentally change this view on war, and especially war 

over the ‘legacy of the USSR,’ is naive at the very least.”  

The only way to stop the endless cycle of imperial nationalism, he argued, is for Russia to decentralize power and turn 

into a parliamentary republic. In what looked like an appeal to Russian elite, he argued any parliamentary democracy is 

also a rational and desirable choice for many of the political factions around Putin. “It gives them an opportunity to 

maintain influence and fight for power while ensuring they are not destroyed by a more aggressive group.” 
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This “more aggressive group” has already started to emerge. It includes Yevgeny Prigozhin, a former criminal known as 

“Putin’s chef,” who runs the Wagner group, and Ramzan Kadyrov, the strongman of Chechnya, who has his own private 

army. Both men are personally loyal to Putin. Ekaterina Schulmann, a political scientist, has likened Prigozhin’s men to 

oprichniki—a corps of bodyguards established by Ivan the Terrible—who have plunged the country into chaos. Russia’s 

dictator wants to turn Ukraine into a failed state. Instead, he is fast turning Russia into one. 

Russian Internet? 

Not even state media believes Kremlin claims that a Russia-only internet is ready to go - Russian officials 

say they have finally figured out how to take their country off the internet, but even Kremlin-backed media 

acknowledges that might not quite be true. 

“The Russian segment of the Internet has proven its ability to work steadily in the event of its complete disconnection 

from the World Wide Web,” Russian news site CNews.ru reported last week, noting tests of the RuNet network 

conducted in August. But its article also acknowledged that some RuNet sites still rely on “foreign software libraries.” 

The Russian government has for years been working on ways to monitor Russians’ internet activities and to block 

foreign sources of information. 

In 2016, the Russian government set up a closed internet for military use with the aim of eventually expanding it for 

wider use. The following year, Moscow created an alternative Domain Name System, or DNS, to steer Russian internet 

users away from sites the government didn’t particularly care for. In 2019, the Russian duma passed a law to better 

monitor the country’s internet and help enable the Kremlin to disconnect Russia from the broader digital world. 

Still, many remained skeptical that Russia might be able to simply disconnect from the outside world with little 

disruption to Russian users. Even Putin’s top IT advisor Herman Klimenko said it would be difficult. In 2019, Gen. Paul 

Nakasone, the head of U.S. Cyber Command and the NSA, expressed similar doubts.  

A series of late 2019 tests caused slowdowns and service disruptions, reported Meduza, an independent Russia-

language news site. Even CNews acknowledged that the results “were very, very disappointing. During testing, a high 

degree of vulnerability of Russian cellular networks in terms of signaling channels was discovered.” 

Comment – China has installed its own China-centric Internet. 

Sanctions 

Russia seeks sanctions exemptions for state bank in Ukraine-grain-deal talks - Russia wants the West to 

ease restrictions on state lender Rosselkhozbank to facilitate Russian grain exports, according to sources familiar with 

the request, during talks to extend a deal on food shipments from Ukraine. Putin has reserved Russia's right to halt the 

agreement, while the UN is pushing Moscow to agree to extend the pact before it expires on November 19. The 

sources, who declined to be identified due to the sensitivity of the subject, said Russia was asking Western countries to 

allow Rosselkhozbank to restore relations with correspondent banks despite sanctions. 

Comment – The very fact of the request acknowledges the impact of sanctions. 

Changes 

Ukraine war is teaching the US how to move intelligence faster - Ukraine’s swift counter-offensive owes 

much to U.S. weapons, planning, and intelligence help. But the U.S. Army is benefitting as well: by learning how to 

move intelligence much faster from satellites to ground units. 
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Part of the answer is planning - ensuring satellites are available to gather data when and where commanders need it. 

That means “trying to locate where the targets are now in the targeting board, you know, making sure that the effect 

that the commander wants on the battlefield is there and it's right there in the stack,” said Lt. Gen. Daniel Karbler, the 

commanding general of U.S. Army Space and Missile Defense Command. 

Plans must include getting permission to access those satellites, Karbler told reporters at the Association of the U.S. 

Army conference on Wednesday. “We could sit there, and we can have a plan out there. But sometimes you have to 

get authorities at the right level. And if you're waiting for authorities to come down, because you haven't put them into 

the plan initially, then that flashbang…it's going to be much longer,`` he said. 

Part of the answer is new software tools. For example, U.S. defense contractor Palantir has developed 

MetaConstellation, which allows a user to specify a time and ground location—say, where you recently launched a 

HIMARS strike against a Russian tank company—and get an AI-assisted search of all the relevant data gathered by 

passing satellites, whether radio signals, thermal imagery, or aerial photos. This allows a ground commander to do the 

kind of search that used to be possible only at higher headquarters, and the results appear far faster than the days it 

might otherwise, Palantir officials said. 

That’s further enabling the sort of highly mobile, highly maneuvering combat that Ukraine is using to push back Russian 

forces. 

“This war is being fought really by like a bunch of small units, right? They're going out and they're running their mission 

in a certain area. How do we empower that unit to basically be working off of imagery from today for their targets and 

understand the success or failures of other units’ strikes or impact on those targets?” a Palantir official said.  

“We're working now on this thing called Skykit, which is, like, basically this software in a Pelican case with a Starlink 

[satellite internet connection] attached to it. And it's like, how do you give them a laptop, a Starlink and a ruggedized 

case so that any unit in their truck can go back and do all this work in a fully offline disconnected fashion? These little 

autonomous units, how do we empower them?” 

In April, the U.S. Army launched a program to help Ukrainians much more quickly spot and respond to Russian drones. 

Lt. Gen. Jonathan Braga, who leads Army Special Operations, told reporters that “anything that provides early warning 

on adversarial drone reconnaissance allows you to make sure you maintain survivability and move before you know 

you're being shot at.” 

Comments - (i) Smart weapons as they are known today were developed and tested in the Angolan War with 

technology introduced by the US and tested by Israeli and South African forces.  

SA reported Cheetah pilots (Cheetah was a Dassault Mirage fighter jet re-fitted along the lines of the Israeli Kfir plane 

and powered by an American jet engine) were equipped with an “Eagle site” which allowed pilots to visually engage an 

enemy plane, fire a missile and depart from the area, the missile tracking the enemy jet. The pilot merely sighted the 

opposing plane and a black crosshair changed to red when locked in. Thus ended the era of aerial dogfighting. 

They also developed other breakthrough technologies such as radio waves that followed land contours as opposed to 

direct line-of-sight. When viewing battles in Vietnam, there was always a helicopter somewhere close to the conflict in 

order to relay radio communications between troops dislocated by sight from one another. This new technology 

allowed these operators to communicate without the need for a relay copter, making for quicker and safer response.  

(ii) By deploying unmanned drone craft of differing configuration and application, countries can go to war without 

sacrificing “blood,” more expensive, but far more beneficial than explaining body bags and casualties.  
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As this way of conducting war comes into fruition and expands, we can expect (a) an increase in conflicts around the 

globe as public pressure dissipates, allowing for an increased appetite to solve conflicts via armed unmanned vehicles 

and technology and (b) an increase in smaller countries engaging in minor conflict resolution via weapons of war as 

they gain access to advanced technology and command ability. 


